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UNIVERSIDAD POLITECNICA DE MADRID
OFERTA DE TRABAJO/JOB OFFER

INFORMACION BASICA/BASIC INFO

*PROYECTO/PROJECT: DiscreTioN

*100% FINANCIACION UE/PLAN DE TRANSFORMACION, RECUPERACION Y RESILIENCIA/100% EU
FINANCING/TRANSFORMATION PLAN, RECOVERY AND RESILIENCE: NoO

*PUESTO 0FERTADO/T|T|_E OF THE POSITION: SEGURIDAD EN SISTEMAS QUANTUM KEY DISTRIBUTION

*N2 VACANTES/NUMBER OF POSITIONS AVAILABLE: 1

*CATEGORIA/RESEARCHER PROFILES: First Stage Researcher (R1)

*DEPARTAMENTO/DEPARTM ENT: centro de Simulacién Computacional (CCS) - ETSI Informéticos

*DIRECCION/WORK LOCATIONS:

Universidad Politécnica de Madrid
Campus de Montegancedo

Avenida de Monteprincipe C.P. 28660
www.ccs.upm.es Madrid, Espafia

INFORMACION DE CONTRATACION/HIRING INFO

*AREA TECNOLOGICA/WORK TECHNOLOGY AREA: V-01 Ciberseguridad
*CAMPO DE INVESTIGACION/RESEARCH FIELD: Computer science - Programming
*TAREAS/TASKS:

The work will mainly be part of the research project DISCRETION a quantum communications project recently awarded to Universidad Politécnica de Madrid, but also other the associated projects when
appropriate. The candidate will work in the integration on Quantum Key Distribution systems and encryptors into production facilities following novel networks paradigm such as Software-Defined Networking
and Network Function Virtualization.Specifically, he/she will work on the protection of critical infrastructures by means of security protocols and tools oriented to that purpose. The candidate will implement
secure interfaces and applications for all communications between the components of the QKD network, covering both the classical part and the software elements that control quantum communications.

*CONTRATO/TYPE OF CONTRACT: Indefinido de Actividades Cientifico-Técnicas Art. 23.bis Ley de la Ciencia
*JORNADA/JOB STATUS: Jornada completa

*HORAS SEMANA/HOURS PER WEEK: 375

DISPONIBILIDAD PARA VIAJAR/AVAILABILITY TO TRAVEL: Si, Internacional

*SALARIO BRUTO ANO/SALARY OFFERED:  25.000¢

*FECHA LIMITE INSCRIPCION/APPLICATION DEADLINE: 10/09/2023

*FECHA ESTIMADA DE CONTRATACION/ESTIMATED DATE OF JOB CONTRACT: /102023
*DURACION DE TAREAS DEL CONTRATO/TERM OF CONTRACT:

*FINANCIACION PROGRAMA MARCO UE/IS THE JOB FUNDED THROUGH A EU RESEARCH FRAMEWORK
PROGRAMME?: HE

PROGRAMA REFUGIADOS UE/Science4Refugees:

INSCRIPCION/APPLICATION

*EMAIL DE INSCRIPCION/APPLICATION EMAIL: eestion.ccs@upm.es
*PERSONA DE CONTACTO/CONTACT PERSON: JuanBias
WEBS'TE: WWW.cCs.upm.es

*Campos obligatorios/Required fields
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REQUISITOS/REQUIREMENTS

*NIVEL EDUCATIVO REQUERIDO/REQUIRED EDUCATION LEVEL

PRINCIPAL CAMPO DE INVESTIGACION 1/MAIN RESEARCH FIELD 1: Computer science
@) NIVEL/LEVEL: Ingeniero Superior/Licenciado

+  PRINCIPAL CAMPO DE INVESTIGACION 2/MAIN RESEARCH FIELD 2:
O  NIVEL/LEVEL:

HABILIDADES-CUALIFICACIONES-INFORMATICA/SKILLS/QUALIFICATIONS:

Knowledge of backend technologies like Django, Flask and Node.js will be valued, as well as the
maintenance of webservers like apache and nginx. Deep Knowledge on Pyhton and C++
programing language is required. Profound knowledge on SDN protocols like NETCONF or
RESTCONF will be highly valuable, as well as having some experience with network security.

REQUERIMIENTOS ESPECIFICOS/SPECIFIC REQUIREMENTS:

Previous experience on Quantum Communications, in particular with QKD devices (CV and DV) will
be considered. The knowledge on classical cryptography and novel networks paradigms such as
Software Defined Networking and Network Function Virtualization as well a classical and modern
network protocols will be valued. The candidate is expected to have the ability to work as part of a
team, on his/her own initiative, and excellent communications skills. We also expect some
experience in the development of high Technological Readiness Level software development.

IDIOMAS REQUERIDOS/REQUIRED LANGUAGES:

IDIOMA 1/LANGUAGE 1: English

O  NIVEL LECTURA/READING LEVEL: Alto

O  NIVEL ESCRITO/WRITING LEVEL: Alto

0  NIVEL CONVERSACION/CONVERSATION LEVEL: Alto

« IDIOMA 2/LANGUAGE 2:

O  NIVEL LECTURA/READING LEVEL:

O  NIVEL ESCRITO/WRITING LEVEL:

O  NIVEL CONVERSACION/CONVERSATION LEVEL:
IDIOMA 3/LANGUAGE 3:

O NIVEL LECTURA/READING LEVEL:

O NIVEL ESCRITO/WRITING LEVEL:

O  NIVEL CONVERSACION/CONVERSATION LEVEL:

EXPERIENCIA EN INVESTIGACION REQUERIDA/REQUIRED RESEARCH EXPERIENCE:
CAMPO INVESTIGACION 1/RESEARCH FIELD 1:

O ANOS MiNIMOS DE EXPERIENCIA REQUERIDOS/MINIMUM YEARS OF EXPERIENCE REQUIRED:
CAMPO INVESTIGACION 2/RESEARCH FIELD 2:

O ANOS MiNIMOS DE EXPERIENCIA REQUERIDOS/MINIMUM YEARS OF EXPERIENCE REQUIRED:
CAMPO INVESTIGACION 3/RESEARCH FIELD 3:

O ANOS MiNIMOS DE EXPERIENCIA REQUERIDOS/MINIMUM YEARS OF EXPERIENCE REQUIRED:

2
*Campos obligatorios/Required fields
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INFORMACION ADICIONAL/ADITTIONAL INFO

BENEFICIOS/BENEFITS:

The candidate will get a profound knowledge of the integration and deployment of quantum key
distribution networks and will work in a team that incorporates academic research as well as
industry |+D developments. A good example of this interaction in the past work in the Madrid
testbed during OpenQKD project (opengkd.eu), done in cooperation with Telefénica, the major

telecommunication provider in Spain and RedIMadrid, the network provider for all research
institutions in the Madrid region.

CRITERIOS Y PROCESO DE SELECCION/ELIGIBILITY CRITERIA AND SELECTION PROCESS
(https://www.upm.es/Investigacion/HRS4R/HRS4R/Seleccion):

Se aplican las pautas establecidas en el proceso de seleccién del nuevo Reglamento para el proceso de seleccion y

contratacion del personal investigador, personal técnico y personal gestor relacionado con la investigacion de la
Universidad Politécnica de Madrid, aprobado en la UPM.

COMENTARIOS ADICIONALES/ADDITIONAL COMMENTS:

*Campos obligatorios/Required fields
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